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One possible case where the Freedom of Information Act may fail to keep pace with technology is that of the collation of many different data sources as a way to collect a complete set of private information about an individual from smaller bits of private information.  I saw the idea mentioned in an article in the New York Times or Washington Post, but unfortunately I can no longer find the article.  It described some researchers who had developed a way to pool together information from many different sources and look for common bits of data that link the disparate data together.  

As a simple example, one data source may contain medical records but with no personally identifiable information.  Another may contain the names of people who received a certain medical procedure and would include the date of the procedure and the hospital.  By linking together the name and date of the procedure with the same date and procedure in the anonymous medical records, you can match the complete medical record to the person’s name.  By extrapolation, one could potentially reconstruct a complete set of private information about a person by pooling information from public data.  One actual example is the recent case where AOL made public the search records of thousands of its customers.  Names were replaced with numbers to protect anonymity, but it did not take long for people to match names to the searches using other publicly available data.

This data may have become public by way of Freedom of Information Act requests.  The public information may not just be personal information about individuals, but may be about civil infrastructure or military defenses.  Individual agencies or courts may not consider the data they are releasing as sensitive, and on its own it may not be, but if combined with other data, sensitive information may be reconstructed.  This is something that the writers of the Freedom of Information Act probably never anticipated.  
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